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Summary: 

Development of in depth knowledge of key Satellite IP service providers in 
Germany in support of a wider TR requirement on developing German IP transit 
knowledge. 

For each of the following companies 

Stellar (AS35207) 
Cetel (AS39151) 

IABG (AS29259) - (Note this may have already been looked at by NSA NAC) 
Develop a detailed understanding of network infrastructure, focusing on: 

- IXP points. Points where the teleport (ground station) connects to the wider 
Internet In particular looking for potential access chokepoints. 

Develop a wider understanding of the network as a whole. 

- Develop and task key engineers / staff. 

- Identify key customers, IP allocations and frequency plans in support of survey. 

- Examine potential equipment suppliers and future tech trends. 

This task is part of a wider task t o look at develo ping possible access opportunities 
with Sigint partners requested by H^HSHH and ITT. It is also designed to 
allow NAC Bud e to begin looking at network analysis that directly connects to their 
access, and encourages new SD work against key ISPs in future. 
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Stellar 

Autonomous System: 35207 
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659 



Gateway Communications 

Generated via TeasureMap 

IP Ranges: 

80.92.48.0/20 


Servers of Interest: 
FTP: J^I^Hl 

Dns2.stellar-dbs.com: 80.92.48. 
Dns2.stellar-pcs.com 
Dns2.stellar-bbs.com 
Dns2.onf.stellar-pcs.com 

DnsO.stellar-dbs.com: 80.92.48| 
DnsO.stellar-pcs.com 
DnsO.stellar-bbs.com 
bellini.stellar-pcs.com 


Mxl.stellar-dbs.com: 80.92.48| 

Mxl.stellar-pcs.com 

Mxl.onf.stellar-pcs.com 
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Routers Found on Tidal Surge: 


Router 
Interface 

80.92.48^1 

FastEthernetO/1 

255.255.255,128 

No 

Description 

Router: 

CGN- 

7206-7 

Router 
Interface 

80.92. 48§ 

FastEtfiernetO/0 

255.255. 255. 252 

No 

Description 

Router: 
Cisco7206- 



Router 
Interface 

8 0.9 2. 56. | 

FastEthernet5/l/0 

255.255.255.0 

*** 

PAKSAT 
SIMPLEX 3 
E3 

1 L.O 1 1 IMU 

*** 

Router: 
rwp44c!2 

Router 
Interface 


Asyncl 

255.255.255.0 

*** Policy 
Routing for 
Touchstone 
to 3rd/lst 
STMl *** 

Router: 
rwp44d2 
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Edge Routers: 

See attached file Stellarjmz for more detail 
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Employees: 


Christian Steffen 



Stellar -DBS NOG noci 


stellar-pGS.com or de - CEO of Stellar DBS 
@ stellar -pes. com - Engineer 
stellar-dbs.com - NOC 



@ stellar -pes, com 

Christoph Sommer 

B@ste liar -pes. com 


Ali Fares | 
Richard Grave 



Oliver Skaletz 


stellar-pcs.com 

stellar-pcs.com 

stellar-pcs.com 
@ stellar -pes, com 
stellar-pcs.com 
stellar-pcs.com 



j stellar-Dcs.com 


Customers/Partners : 


Company 

Satellite 

Mission Digraph 

Eutelsat 

W5 



W6 



Hotbird 8 



Atlantic Bird 1 


Intelsat 

7 



10 


RSCC 

Express AMI 



Express AM22 (Sesat 2) 



Express A3 


Paksat 

1 


Arab sat 

2B 



Badr-4 


Sirius 

4 (Astra 4A) 



• PlanetSky 

• Horizon 
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Other information of interest: 

The login details to the stellar hub are as follows. 

> 32.205.224Hor 8 0.92.4 9| 

> horizon 

> hOrlzOn 


Horizon NMS server #1: 00 :21 :5E 
> Horizon NMS server #2: 00 : 21 : 5E 
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Ce-Tel 


TOP SECRET STRAP1 


Autonomous System: 39151 

f \ 

| i'J'J'jiG U A'j Uti itch ? «-l«-lc Vi | 

V J._ 


C ^ ■ (' ^ r ^ 
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392 



Creat 
Modil 


PROLEXIC Prolexic Technologies, 
,nC ' 749 


DTAG Deutsche Telekom 

AG 


INTELSAT Intelsat Global 
BGP Routing Policy 


VODANET Internationil 
IP-Backbone of Vodafo re 


GAME FORGE- AS Gameforge 
Productions GmbH 


Generated via TeasureMap 
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IP Ranges: 

91151157,0/24 

87.238.112.0/21 

87.238.118.0/24 

91151.144.0/20 

85.31.80.0/20 

91151147.0/24 

87,238.119.0/24 

91151154.0/24 

95.128.16.0/21 

85,31.80.0/21 

85.31.88.0/21 

91.151,149.0/24 

195,69,163.0/24 


195,78.224.0/24 - CeTel network for PAKSAT 


Servers of Interest: 


Nslce-tel.net- 87.238.112 
Ms2,ce-tel,net- 91,151,144 
Maillce-teLnet- 87.238.112 
Mail, ce-tel, net- 91,151,144 



Edge Routers: 


See attached file Cetel.jmz for more detail 
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Customers/Partners 


Tele port & Satellite Services 


Satellite Operators bk ^ 


Customers Worldwide 



- Deutsche Telekom /\G 

- pliai-ktrara 

- ~° legjobe 
MCI WorldCom 
IrterroUe 
PCCW 


- Inlemel \ta Saletlte 
DVB ' SCPC 

- Vyitt IP 

Tailored ^omnunicaticn Solutions 
-End to Ena Commun dcicin Sokiio-s 

- r .. iy it: Cananry 

- Wnrlrwrif T hrp Oplir C^nTP-rtinris 

- Up-tCot/H nk Services 

• Op&rsrion of VSflJ ' Jot.v crits 
Fieltf Seivitu SI Wdi!.lfc!iiin.y- ww Ww Jt; 


Provider / Networlta f Carrier / Fibre 


2-L st mers" 

- CorpOfSte Cutfrmprj 
-Cil&GablrHl'i^liy 

- t le iwl Swvics P'L-vider [ISP) 
Eististror 

- Resell 
■ AQEiTS 

- Ka:elb:e Operators 

- "plpf nm ti j n<-p \ mra Agp.nr ip =i 

• "excommunication Companies 
-Gow in renkl lussbLJLiuis 


Company 

Satellite 

Mission Diagraph | 

ABS 

1 


Intelsat 

4 (PAS-4) 



902 



904 


EutelSat 

Wl (Eurobird 1) 



W3A 



W5 



Sesat - 2 (Express AM22) 



Eurobird-2 


Hell as sat 

2 


Paksat 

1 


SES Newskies 

NSS-6 


Arab sat 

2B 



■ TaJia 

• Sat Link 

• T-Sy stems/Telecom 

• Etisalat 

• IDirect Technologies 

• Cable and Wireless 

• Orange 
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• Newtech 

• TeliaSonera 

• Sematron UK 

• Radyne 

• VSNL International 

• Global Crossing 

• ND SatCom 

• Reach 

• Satrexx 

• Equant 

• MCI 

• Paradise Datacom 

• Cod an 

• Andrew 

• BT 

• Teleglobe 

• Uruk 

• Siemens 
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IABG 

Autonomous System: 29259 


f~ 



From Robtex 
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42 



NSS-UK New Skies Satellites 
UK AS 

Generated via TreasureMap 


IP Ranges: 

196.44.170.0/24 

93.91.80.0/20 

41.221.43.0/24 

83.170.0.0/18 

84.11.0.0/16 

217.26.240.0/20 

212.6.46.0/23 


Servers of interest: 


Nsl.iabg.de -84.ll.16l 
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Routers Found on Tidal Surge: 


Router 
Interface 

84.11.54. 


F a otFth pr n ptOY Ci 

1 L4.3LI LI Id 1 ICXL// L/ 

?rr pee pee n 

Mn n pq nri nti nn 

1 ilL/ L>E?3LhI il/lil/i 1 

r^L/ULLTI . £-\JJ-\J 

Router 
Interface 

84.11.48. 


FacitFthprnptfl 

pec pec pec ppA 

Nn n p^ rri nti nn 

Rnutpr' AS^OO 

Router 
Interface 

84 11 4ftl 

mi j n- A^ vn r 1 

\j i uuu n j y i i kj _i_ 

pec pec pec ppA 

Nn nipc;rrint"irin 

1 4 k_/ u CJ3kjllL/LIL/l 1 

Rnutpr' AS^OO 

Router 
Interface 

84.11. 48^H 

SerialO 

P55 P55 255 224 

Nn npsrrintinn 

1 ^1 L/ l—r* l l_r vJ H_hI 1 L/LI L/l 1 

Router' AS5300 

1 \ L/ LJ m_r 1 j nOn/L/u ^/ 

Router 
Interface 

84.11. 33^H 

F a stFth pr n PtO 

255 255 255 0 

Nn npsrrintinn 

1 M L/ l—r* -_P ul 1 L/LI L/l 1 

Router: AS5300- 
Heraat 

Router 
Interface 

84.11. 33^B 

G mi j n-Asvn r 0 

\J 1 L/LJ L/ Jfc-J y 1 IH_h 

255 255 255 0 

JL—hJ Ui £ S-j'S-j' i i_ "i_iT'i_i r i \J 

Nn npsrrintinn 

1 ^1 L/ l_r* l l_r vJ Ul 1 L/LI L/l 1 

Router: AS5300- 
Heraat 

Router 
Interface 

84.11.107^1 

Fth prn ptfii 

1 U 1 CI 1 1 ClU 

pec pec pec pep 

Multan HVR 

IYIUILC3.il L> VU 

Router: AS5300- 
Multan 

Router 
Interface 

84.11.28. 


F a otFth pr n pt n 

1 CI J L 1 L 1 I CI 1 ICLL/ 

pce pee pee pp4 

Mn npQnrintinn 

1 4L/ L>CT3LhI IL/LIL/I 1 

Router: 

AS5300 qhilas 

Router 
Interface 

84.11.28. 


^pria Ifl 

Jcl IC3.IL/ 

pee pee pee pp4 

Mn npQnrintinn 

1 M\J L>C?3LhI IL/LIL/I 1 

Router: 

AS5300 qhilas 

Router 
Interface 

84.11.42. 


F a qtFth pr n ptO/ 0 

1 GULI LI 1 CI 1 Il7LL/J \J 

pee pee pee ppA 

Nn n p^ rri nri nn 

1 4 k_/ L* CJ3LhIIL/LIL/I 1 

Rnutpr' ASS400-1 

Router 
Interface 

84.11.140§ 

^priain/n/D 

pee pee pee n 

Intprnptl ink 

1 1 ILCJI 1 1 CJLI II 1 1\ 

Rnutpr' ArhilSitp 

1 \ L/U LlTI j j<iI LI II %_/l LL7 

Router 
Interface 

84.11.140 ,| 

F astFth er n etO/ 0 

1 U.-JLI LI 1 h-r 1 1 1 LTLL/J \J 

255 255 255 0 

Wanl ink 

■ V Ql II II 1 u\ 

Rnutpr' ArhilSitp 

1 \ L/ u LLTI j Jfcl L/ II %_^i m_r 

Router 
Interface 

84.11.25| 


Fth ern etO 

1 LI 1 1 1 1 K_- L >_/ 

255 255 255 0 

Nn Hp^rrintinn 

Rnutpr' Atrak 

1 \ L/ Li LLTI ^ JfcU txi \ 

Router 
Interface 

84.11.43| 


F a of Fth pr n pt n 

1 CI J L 1 L 1 ICI 1 ICLL/ 

pee pee pee p4fl 

Nn n pc nri nti nn 

1 4 \-J L»LT3LhI IL/LIL/I 1 

Router: DIG- 
SCPC6 

Router 
Interface 

84.11.14t 


Qprjain/n/n 

OCI IC3.IL//L//L/ 

pec pec pec n 

nvR 

Rni itpr' n\/R 

r\L/ULCl . U vu 

Router 
Interface 

84.11.14( 

}| 

FastEthernetO/0 

255,255.255.0 

No Description 

Router: DVB 



Router 
Interface 

84.11.140| 

FastEthernetO/0 

255,255,255.240 

No Description 

Router: FTP 

Dm itp v 

84.11.140| SerialO/0 

255.255.255.240 

No Description 

Router: FTP 
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Interface 






Router 
Interface 

84.11. 77^H 

EthernetO/0 

255,255,255,192 

No Description 

Router: GW2610 



Router 
Interface 

84.11.77 


SerialO/0 

255.255.255.192 

No Description 

Router: GW2610 



Router 
Interface 

84.11.77 


FastEthernet4/l 

255.255.255.192 

No Description 

Router: GW3845 

Router 
Interface 

84.11.62^H 

FastEthernetO/0 

255,255,255.0 

Gateway 

Router: Gatewav 

Router 
Interface 

84.11.62 


SerialO/0/0 

255.255.255.0 

Sat 

Router Gatewav 

Router 
Interface 

84.11.62 


FastEthernetO 

255,255.255.0 

No Description 

Router: Gatewav 3 



Router 
Interface 

84.11.62 


FastEthernetO 

255.255.255.0 

No Description 

Router: Gatewav 4 

Router 
Interface 

84.11.62 


FastEthernetO 

255.255.255.0 

IPCALLER 

Router: Gatewav 5 

Router 
Interface 

84.11.7| 


FastEthernetO/0 

255,255,255,240 

outsideSETH- 

KJ 1_H IU l_r 1— III 

LANS 

Router: Hill ah 

Router 
Interface 

84.11. 114^B 

GigabitEthernetO/2 

255.255,255.192 

No Description 

Router: ISP-1 

Router 
Interface 

84.11. 115^| 

GigataitEthernetO/1 

255.255,255,224 

No Description 

Router: ISP-1 

Router 
Interface 

84.11.113.^H 

FastEthernetO 

255.255.255.240 

No Description 

Router: JT001 

Router 
Interface 

84.11.113- 


FastEthernetO 

255.255.255,240 

No Description 

Router: JT002 



Router 
Interface 

84.11.113. 


FastEthernetO 

255,255,255,240 

No Description 

Router: JT004 

Router 
Interface 

84.11.113d 

FastEthernetO/0 

255,255,255,240 

No Description 

Router: JT004 

Router 
Interface 

84.11. 113| 

FastEthernetO 

255,255,255,240 

No Description 

Router: JT005 

Router 
Interface 

84.11.113 


FastEthernetO 

255.255.255.240 

No Description 

Router: JT006 

Router 
Interface 

84.11.113- 


FastEthernetO/0 

255,255,255,240 

No Description 

Router: JT006 


19 of 26 

This information is exempt from disclosure under the Freedom of Infor mation Act 2fl00 and may be subject to exemption under 
other UK information legislation. Refer disclosure requests to GCHQ on| 


TOP SECRET STRAP1 


TOP SECRET STRAP1 


Router 
Interface 

84.11. 113^H 

SerialO/0/0 

255,255,255,240 

No Description 

Router: JT006 

Router 
Interface 

84.11.11^ 

| 

FastEthernetO 

255,255.255,240 

No Description 

Router: JT008 

Router 
Interface 

84.11.11^ 


FastEthernetO/0 

255.255.255.240 

No Description 

Router: JT009 

Router 
Interface 

84.11.11^ 

l| 

FastEthernetO 

255,255,255,240 

No Description 

Router: JT013 

Router 
Interface 

84.11.113 

:| 

SerialO 

255,255,255,240 

No Description 

Router: JT013 

Router 
Interface 

84.ll.85j 


EthernetO/0 

255,255,255,240 

No Description 

Router: MAHMOD 

Router 
Interface 

84.11.41^^ 

EthernetO 

255,255,255,192 

No Description 

Router: ORANUS 

Router 
Interface 

84.11. 41^H 

SerialO 

255,255,255,192 

No Description 

Router: ORANUS 



Router 
Interface 

84.ll.93j 


GigabitEthernetO/0 

255.255.255.0 

$ETH- 

U\N$$ETH-SW- 

LAUNCH$$INTF- 

INFO-GE0/0$ 

Router: PRESS- 
Router 

Router 
Interface 

84.11.14] 


EthernetO/0 

255.255,255.248 

No Description 

Router Router 

Router 
Interface 

84.11.14] 


SerialO/0 

255,255,255,248 

No Description 

Router: Router 

Router 
Interface 

84.ll.19j 


FastEthernetO 

255,255,255,240 

No Description 

Router: Router 

Router 
Interface 

84.11. 29§ 

EthernetO 

255.255.255.192 

No Description 

Router: Router 

Router 
Interface 

84.11.29] 


SerialO 

255.255,255,192 

No Description 

Router: Router 

Router 
Interface 

84.11.30] 


EthernetO/0 

255.255.255.224 

No Description 

Router: Router 



Router 
Interface 

84.11.32] 


EthernetO 

255.255.255.0 

No Description 

Router: Router 

Router 
Interface 

84.11.32.^H 

SerialO 

255.255.255.0 

No Description 

Router: Router 

Rmjtpr 

84.11.36^H 

FastEthernetO 

255.255.255.192 

No Description 

Router: Router 
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Interface 






Router 
Interface 

84.11.3^ 


SerialO 

255,255,255,192 

No Description 

Router: Router 

Router 
Interface 

84.11.6l| 


FastEthernetO/0 

255.255,255.224 

No Description 

Router: Router 

Router 
Interface 

84.11. 80| 


FastEthernetO 

255.255.255.192 

No Description 

Router: Router 

Router 
Interface 

84.11.88] 


FastEthernetO 

255,255,255,240 

No Description 

Router: Router 

Router 
Interface 

84.11.88HH 

FastEthernetO/0 

255,255,255,240 

No Description 

Router Router 

Router 
Interface 

84.11.88| 


FastEthernetO/0 

255,255,255,248 

No Description 

Router: Router 

Router 
Interface 

84.11.113 


FastEthernetO 

255.255.255.240 

No Description 

Router: Router 

Router 
Interface 

84.11.113 


FastEthernetO 

255,255,255,240 

No Description 

Router: Router 

Router 
Interface 

84.11.113 

| 

FastEthernetO 

255,255,255,240 

No Description 

Router: Router 

Router 
Interface 

84.11.113 

HI 

FastEthernetO/0 

255.255,255.240 

No Description 

Router: Router 

Router 
Interface 


FastEthernetO 

255.255,255.240 

No Description 

Router: Router 

Router 
Interface 

84.11.137^1 

FastEthernetO/0 

255.255,255,240 

No Description 

Router: Router 

Router 
Interface 

84.11.137 


SerialO/0 

255,255,255,240 

No Description 

Router: Router 



Router 
Interface 

84.11.13S 

Hi 

FastEthernetO/0 

255,255,255,240 

No Description 

Router: Router 

Router 
Interface 

84.11. 139| 

SerialO/0 

255,255,255,240 

No Description 

Router: Router 

Router 
Interface 


EthernetO/0 

255,255,255,240 

No Description 

Router: Router 

Router 
Interface 

84.11.14C 

| 

SerialO/0 

255.255.255.240 

No Description 

Router: Router 

Router 
Interface 

84.11.245 


FastEthernetO 

255,255,255,240 

No Description 

Router: Router 
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Router 
Interface 

84.11. 60^H 

FastEthernetO/0 

255,255,255,240 

No Description 

Router Router -24 3 

Router 
Interface 

84.ll.26j 


FastEthernetO/0 

255,255.255,224 

No Description 

Router: Router 71 

Router 
Interface 

84.ll.13fi 


FastEthernetO 

255.255.255.224 

No Description 

Router: 

SK YB AG H DAD 01 2 

Router 
Interface 

84.11.13fi 


SerialO 

255,255,255.224 

No Description 

Router: 

SK YBAG H DAD 01 2 

Router 
Interface 

84.11.13fi 


FastEthernetO 

255.255.255.224 

No Description 

Router: 

SK YBAG H DAD 01 3 

Router 
Interface 

84.11.138^H 

SerialO 

255,255,255,224 

No Description 

Router: 

SK YBAG H DAD01 3 

Router 
Interface 

84.11.138| 

Seriall 

255,255,255,224 

No Description 

Router: 

SK YBAG H DAD01 3 

Router 
Interface 

84.11. 138^H 

FastEthernetO/0 

255,255,255,240 

No Description 

Router' 
SkvBaah03 

Router 
Interface 

84.11.32. 


EthernetO 

255,255,255,224 

No Description 

Router: UROM-1 

Router 
Interface 

84.11.32] 


Virtual-Tern pi atel 

255.255.255,224 

No Description 

Router: URGM-1 

Router 
Interface 

84.11. 75] 


FastEthernetO/0 

255.255,255,224 

No Description 

Router: V161 

Router 
Interface 

84.ll.60j 


GigabitEthernetO/0 

255.255,255,252 

RECEIVE 
DISH 

Router: 
f actor v3 845 

Router 
Interface 

84.11.60j 


SerialO/0/0 

255,255,255,252 

SEND_DISH 

Router: 
f actor v3 845 

Router 
Interface 

84.ll.60j 


LoopbackO 

255.255,255,252 

No Description 

Router: 
factorv3845 

Router 
Interface 




TKC, TRANS 
Segment 

Router: 

aate.tkckish.com 

84.11.4B 

FastEthernetO/0.6 

255.255.255.0 


Router 
Interface 

84.11.141 


FastEthernetO/0 

255.255.255.224 

No Description 

Router: iConnect 

Router 
Interface 

84.11.141 


SerialO/0 

255.255.255.224 

No Description 

Router: iConnect 

Router 
Interface 

84.11. 141^H 

EthernetO 

255,255,255,240 

No Description 

Router: iraql 

Rnufp r 

84.11. 141^M 

SerialO 

255.255.255.240 

No Description 

Router: iraql 
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Interface 






Router 
Interface 

84.11. 3Q| 

FastEthernetO/0 

255.255.255.248 

No Description 

Router: net 



Router 
Interface 

84.11.39, 


Seriall/0 

255.255.255.248 

No Description 

Router: net 



Router 
Interface 

84.11.39. 


Virtual-Tern pi atel 

255.255.255.248 

No Description 

Router: net 



Router 
Interface 

84.ll.39l 


Loopbackl 

255.255,255,252 

No Description 

Router: net 



Router 
Interface 

84.11.4lJ 


EthernetO 

255.255,255.192 

No Description 

Router router 

Router 
Interface 

84.ll.4ll 


SerialO 

255,255.255.192 

No Description 

Router: router 



Router 
Interface 

84.ll.30l 


FastEthernetO/0 

255.255.255.248 

No Description 

Router: saeed 



Router 
Interface 

84.ll.li: 


FastEthernetO/0 

255.255.255.240 

No Description 

Router: skvb28 




Router 
Interface 

84.ll.li: 

;| 

SerialO/0/0 

255.255.255.240 

No Description 

Router: skvb28 




Router 
Interface 

84.11.143 


EthernetO/0 

255.255,255.240; 

No Description 

Router: 

skvbaghdadl6 

Router 
Interface 

84.11. 141^H 

SerialO/0 

255.255.255.240 

No Description 

Router: 

skvbaghdadl6 

Router 
Interface 

212.6.47 


FastEthernetO/i 

255,255.255,248 

No Description 

Router: 3662 

Router 
Interface 

212.6.47 


Seriall/0 

255,255.255.248 

No Description 

Router: 3662 

Router 
Interface 

212.6.46 


EthernetO/0 

255.255.255.0 

Connected to 
Mirdamad 

Router: Mir Int 

Router 
Interface 

212.6.46 


SeriaJO/0 

255.255.255,0 

Connected to 
Satellite 

Router: Mir Int 
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Edge Routers: 


See lABG.jmz for more details, 


o o 


o ? % 


xjxi amy; 

O O 



— f \ 



QGQQ.. JTH" 


A. Jii^- 



HOT" E J( H l-LJITC^.TiDW 




Gateway Routers: 
134.222 112^H 
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Employees: 


iaba.de 



@iabg.de 

|(5>T ELEPORT- I AB G . D E 

NOCfaiABG.DE - noc (Stele port- ia ba de 
l@IABG.DE 
(qHABG.DE 
(SHABG.DE 



piABG.DE 
(@ iabg.de 
TELEP Q R T- SER V I C ES(5> I AB G . D E 
HABG.DE 



(a) iabg.de 
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Customers/Partners 


IABG - Tele port Facilities 



I I in Sfiwatia-n 
I I a'salablt 


>.1Hi d aching 


Company 

Satellite 

Mission Digraph 

ABS 

1 


Hell as sat 

2 


Intelsat 

905 



12 


Arab sat 

Badr-4 


Eutelsat 

W6 


Gazprom 

YamaJ 202 


Turk sat 

1C 


Tel star 

12 



• T-Sy stems/Telecom 

• KPN 

• M-Net 

• Versatel 
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